Network Requirements

How it is deployed

Three components, delivered as Docker container images and run with Docker Compose on a
single Linux server. The database can instead be pointed at an existing Database cluster if you
already operate one.

Network Requirements

Users - application TCP 443 (HTTPS) The only port that needs to be reachable by
your staff

Internal, host only TCP 3000, 8066, 1521 Between the containers; not exposed outside
the server

Application - database TCP 1521 Only if the database runs on a separate host

Outbound internet none required Images can be delivered as files — the

installation works air-gapped

Users need a current desktop browser and a DNS name pointing at the server, matching the TLS
certificate. Two-factor authentication uses a standard authenticator app on the user’s phone; no
SMS gateway is required.
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